Oddington Parish Council IT Policy
1. Purpose and Scope
This policy applies to all councillors, employees, contractors, and volunteers who use IT systems to carry out council business, whether on council-owned or personal devices. It applies to the use of personal devices (e.g. a councillor using their home laptop to read emails)
2. Council Email Use
All official communications must come from the council-owned email address (ie oddingtonparishcouncil.gov.uk). This will ensure that when a clerk leaves the employ of the Council it will not lose access to critical information or breach GDPR.
All Councillors and the Clerk will have generic, permanent email accounts. Emails should not be forwarded from this account to personal inboxes. Passwords will be random and are allocated by the Council’s service provider. 
3. Data Protection and GDPR
Personal data must not be stored unencrypted on USB sticks, personal laptops, or cloud services like Dropbox unless approved by the council. The council is a Data Controller and Processor. Councillors and staff must comply with the Council’s existing Data Protection Policy. 
All FOI requests and subject access requests (SARs) will be processed in accordance with the legal requirement.
4. Website Management and Accessibility
The Council’s website must meet WCAG 2.2 AA standards and publish all required documents (minutes, AGAR, councillor details, etc.) If a council’s website doesn’t include a contact page, isn’t accessible to screen readers, and doesn’t publish financial info, it  breaches the Transparency Code which  could trigger a complaint.
The Clerk will be responsible for updating the website and will carry out frequent checks on accessibility and broken links
5. Use of Council Equipment
The Council does not own any equipment. The Clerk and Councillors currently use their personal equipment for all Council business. 
6. Social Media and Communications
The Council does not operate any social media accounts. Mailchimp is used to host the Village Newsletter which is issued in the name of, and by the Parish Council. All recipients of the newsletter have given their permission for it to be sent to their email address. The Mailchimp account is password protected and only accessed by the Clerk.
7. Training and Review
The Clerk shall attend regular refresher training on IT security and data protection. Councillors will be encouraged to attend such training. 
The IT policy will be reviewed every two years. 
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